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KATTA MA’LUMOTLAR ASRIDA MILLIY XAVFSIZLIK TADQIQOTLARI

WCCNEAOBAHUE HALMOHAINBHOW BE30ONACHOCTU B 3MOXY BOMbLUMUX
AOAHHbBIX

NATIONAL SECURITY RESEARCH IN THE AGE OF BIG DATA
MamagxaHoB Anuwep MypatoBuy'

"MamagxaHoB Anvuwep MypaTtoBuy — HavanbHWK UMKNa MeToOUYEecKOW MoJroTOBKM
dakynbTeTa BOEHHOro 06yyeHusi, ®depraHckui
rocyAapCTBEHHbIN YHUBEPCUTET

Annotatsiya

O‘tgan o'n yil ichida «katta ma’lumotlar» akademiya, professional dunyo va ommaviy axborot vositalarida
hamma joyda mashhur so‘zga aylandi. Ba’zi sharhlovchilar katta ma’lumotlarni «XXI asrning yangi nefti» va «dunyodagi
eng gimmatli resurs» deb atashgan. Texnologiya taraqqiyoti va ma’lumotlar paydo bo'lishi bilan, 1970-yillarda Mur qonuni
bashorat qilganidek, hisoblash quvvati ortadi. Asboblar va sensorlar, ragamli saqlash va hisoblash, aloga va
tarmogqlarning jadal rivojlanishi muqarrar ravishda «katta ma’lumotlar inqilobi» ga olib keldi, bu esa ko‘proq ma’lumotlarni
ishlab chiqaradi va mavjud qiladi. Bu milliy boshqaruv, siyosiy va harbiy strategiya, milliy xavfsizlik, korporativ qarorlar va
individual turmush tarzi uchun juda katta ta’sir ko‘rsatadi. Katta ma’lumotlar oqimining o‘sib borishi sharoitida milliy
xavfsizlikni boshqarishning mavjud amaliyotlari katta ma’lumotlar davrining xavfsizlik talablariga javob bera olmaydi va
milliy xavfsizlik jiddiy muammolarga duch kelmoqda.

AHHOMauus

3a nocnedHee Oecsamunemue «bonbwue O0aHHbIE» cmaru Mo8cemMecmHbIM MOOHbLIM CIIOBEYKOM 8 Hay4HbIX
Kpyaax, npogeccuoHanbHoOM Mmupe U cpedcmeax maccosoll UHgopMmayuu. Hexkomopbie KoMMeHmamopbl Hasearnu
bonbuwue 0aHHble «HoBolU Heghmbto XXI eeka» U «caMbIM UEeHHbIM pecypcom 8 mupey. 1o mepe pazsumusi mexHonoaud
u docmynHocmu OaHHbIX 8blyucIumesibHasi MowHocms 6ydem yeenuyueamscs, Kak u npedckasbiean 3akoH Mypa e
1970-x eodax. bricmpoe pasgumue UHCMPYMeHMOo8 U 8amyuKkos, Yugposbix XpaHUnuwW, u ebiquceHul, cessu u cemel
Heu3bexHO npueersio K «pesosmoyuu bobuwux 0aHHbIX», Komopas npou3sodum u desaem ocmyrnHbIMu ece bonbwe u
bonbwe OaHHbIX. MO UMeem O02pPOMHOe 3HadyeHue Ol HayUOHaslbHO20 yrpaesieHus, Moaumu4eckol U 60eHHOU
cmpameaut, HayuoHanbHoU be3ornacHocmu, KopriopamugHbIX peweHul u obpa3a Xu3Hu omaoenbHbiX odel. B
ycrnosusx pacmyuwje2o romoka 6onbwux OaHHbIX cywecmsyrowue MemoObl yrpasneHusi HauuoHasbHOU
be3onacHocmbio He Mo2ym coomeemcmeosamb mpebosaHusm 6e3onacHocmu 3noxu  6onbwux 0aHHbIX, U
HayuoHarnbHasi 6esonacHoCcmb cmarskugaemcsi ¢ cepbesHbIMU rpobnemamu.

Abstract

Over the past decade, «big data» has become a ubiquitous buzzword in academia, the professional world, and
the media. Some commentators have called big data «the new oil of the 21st century» and «the most valuable resource
in the world». As technology advances and data becomes available, computing power increases, just as Moore's law
predicted in the 1970s. The rapid development of tools and sensors, digital storage and computing, communications and
networks has led to an inevitable “big data revolution” that generates and makes more and more data available. It has
enormous implications for national governance, political and militaries, national security, corporate decisions, and
individual lifestyles. In the face of the growing flow of big data, existing national security management practices can no
longer meet the security requirements of the big data era, and national security is facing serious challenges.

Kalit so‘zlar: katta ma’lumotlar, milliy xavfsizlik, milliy xavfsizlik strategiyasi, xalqaro strategik model, axborot
xavfsizligi, raqamlashtirish, ragamli iqtisodiyot.

Knroyeeble cnioga: 6onbwue OaHHble, HayuoHanbHasi 6esonacHocmb, cmpameeusi HayuoHasbHoU
6e3onacHocmu, MexOyHapoOHasi cmpameaudeckasi MoOesb, UHGopMayuoHHasi 6e3onacHocmb, Uughposu3layus,
uughposas 3KOHOMUKA.

Key words: big data, national security, national security strategy, international strategic model, information
security, digitalization, digital economy.

BBEOEHUE
Mpouecc ungposor TpaHcopmauun 3KOHOMUKM HEPa3PLIBHO CBA3aH C MCNOSIb30BaHNEM
N BHEOpPEHWEM HOBbIX MeToAoB cbOopa, XpaHeHus U aHanm3a uHdgopmaumm. Ocoboe BHMMaHWe
yaensaeTtcs TexHonormm 6onblwunx gaHHblX. B pamkax ctpatermm «Lmndgposon Ysbekncrtan-2030»
[3, c. 340] TexHomnorm ob6paboTkM OGONbLUMX OaHHbLIX CUYMTAOTCS OAHWUMM W3 KITHOYEBbIX AN
OOCTVXKEHUS  MUPOBOM  MHOYCTPUAIbHOMW  NPOPBLIBHOCTM M rnobanbHOM  TEXHONOrMYECcKom
KOHKypeHTOocnocobHocTu B TedeHne 10-15 ner.
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B Oyaywem oxuaaeTtca noctpoeHue «rnobanbHon MHAOPMALMOHHON MHPaCTPYKTYpbl U
ycuneHune ponun LmMdpoBbIX TEXHOMOrMn Nno Bcemy mupy» [1, c. 581]. 310 ByaeT cnyXmntb OCHOBOW
AN pasBUTUS «MHTEPHETa BeLlen», rae KrodeBbiM anieMeHTom OyaeT nHdopmaums, cobpaHHas,
CTPYKTYypUpOBaHHasi W o6paboTaHHas TakmMm o6pa3om, 4TOObl obecneunTb MpUHATME
ONTUMAanbHbIX YNpaBNeHYeCKNX pelleHnn. OTO MHeHUe 3KCrnepToB. B HOBOW NPOMBILLNEHHOCTH
OXuaaeTcs BbICOKas CTeneHb WHAMBMAyanu3auuu: npeanonaraeTcd MCNonb30BaHue rmbkoro
CETeBOro noaxoda, rae KaxAabl norb3oBaTenlb CTAaHOBUTCA CO-MPOU3BOAMTENEM, CO34aBas
Heobxoaoumbin ToBap. Kpome Toro, Gonblias 4acTb npoueccoB OyaeT MpoMcXoauTb OHManH,
HayMHasa C MPOEKTMPOBAHMSA U YMcreHHon 0bpaboTkm obpasua 1 3akaH4YMBasd 0OGMeHOM AaHHbIMU.
Takke npegnonaraetcs reorpaduyeckoe pasgernieHne pasfunyHbIX 3rEeMEHTOB MNpPOM3BOACTBA
(Hanpumep, MPOU3BOACTBO KOMMOHEHTOB ToBapa). B OMTMMMCTMYHBIX CueHapuax oxupaeTcs
«YCKOPEHME MWHHOBALMOHHOIO LUMKIa, OOHAKO, Y4YuTbiBad HapacTalolylo perynsaTopHy porb
rocygapcTtsa B BbICOKMX TEXHOMNOMMSAX, 3TO BbI3blBAET COMHEHUS» [2].

OnpepenerHve TepmuHa «bonblive pAaHHble» (big data) He aBndetca eavHbIM U
obwenpuHATEIM. Bonee TOro, HEKOTOPbIE MCCMELOBAaTENM OTHOCATCS K TEXHOMOrMAM GonbLumx
OaHHbIX KaK K LUMPOKOMY CMEKTPY TEXHOMOMMWA, KOTOPblE€ aKTMBHO WUCMONb3YIOTCHA B PasfmMyHbIX
chepax oedATenbHOCTU U He obnagatoT MHHOBALMOHHBIMK Xapaktepuctukamn. OHM CUMTaloT, YTO
TepMUH «Bonbluve gaHHble» BKMoYaeT B cebs1 MHOXECTBO pasfMyHbIX TEXHOSOTUI, KOTOPbIE YXe
LLUIMPOKO MPUMEHSIIOTCS B MOBCEOHEBHOM KU3HMU.

Hanbonee pacnpocTpaHeHHbIM SBAAETCS packpbiTue ¢deHoMeHa «bonblunx AaHHbIX»
yepes ykasaHve npobnem, C KOTOPbIMW NPUXOAMTCA CTankMBaTbCA Ha COBPEMEHHOM dTane
pasBuUTUs TexHorornn npu obpaboTke wuHpopmauun. Ncxoas m3 atoro «bonbluve [aHHbIie»
onpenensTca NocpeacTBOM YKasaHWs CregyroLlMX OCHOBHbIX XapaktepucTuk: 1) 6onbLioro
obbema (Volume), 2) pasHoobpasus gaHHbix (Variety) n 3) BbICOKOW CKOPOCTM UX W3MEHEHUS
(Velocity). aHHbIn nogxod nony4ymn Ha3BaHue «Tpex «V» [5, c. 284].

C pasBuTMEM HayKkMm M TEXHWKMN LUMGPOBbIE TEXHOMOMMW, OPMEHTUPOBAHHbLIE HA OAHHbIE,
NMOCTENEHHO CTaHOBATCA HOBOW OBWXKYLLUEW CUIOMW SKOHOMMYECKOrO Pa3BUTUSA, CO3faBasi HOBbIN
UMNyNbC AOna  JanbHenwero passutna  uncpoBOM SKOHOMMKW. Hanpumep, wnHHOBaLMW,
OCHOBaHHbIE Ha HOBbIX crnocobax MOOMMBHOCTWU, MNEePCOHANM3NPOBAHHON MeauuMHe, yaaneHHon
paboTe 1 T. 4., NpuHecnx none3y GonblueMy konuyecTsy niogen. Npy 3ToM yBennyeHme pecypcos
OaHHBIX W U3MEHEHME TEeXHOSOMMN UX XpaHeHud u obpaboTkM nocTeneHHO npeBpaTUTCA B
noTeHuManbHO pacTyllee M YCTOMYMBOE HaKOMNeHwe coumanbHbiX pecypcoB. C TOYKM 3peHus
HaumoHanbHo 6e3onacHocT  (POpMyNMPOBaHWE MNOMUTMKA  YNPaBIieHUs  HaLMOHaNbHON
6e3onacHOCTLI0 B 3MoXy OOMbLUMX OaHHbLIX CTano akTyanbHOW U cepbe3Hon npobnemon. JTa
cTaTbsl MNOCBsiLLlEeHa onpefeneHuio 0onbLUMX AaHHbIX, KOHHOTAUMAM W aHanu3y XapaKTepucTuK
3MOXM KOHLENUUM yTeykn BomnbLUNX AaHHbIX B Crlydae yrpo3 HauMoHarnbHon 6e30nacHoOCTH.

OBBLEKT M METOObI UCCINNEQOBAHUA

O6bekToM wnccreqoBaHMs BbICTyNWA HaumMoHanbHas ©6e30macHOCTb B 3M0oXy GonbLumx
AaHHbIX. KoMOuHauus AdaHHbIM MEeTOAOB MO3BOSMMT MPOBECTU BCECTOPOHHEE uWccrneaoBaHue
HaumoHanbHon 6e3onacHOCTM B 3noxy OGonbLUMX AaHHbIX, PAacCMOTPEeTb pPasfu4yHble acnekThbl,
npo6nembl M NEpCnekTuBbl, CBA3aHHble C TeMOW uccnegoBaHusa. MeTogamu umccrnenoBaHus
SABUNNCb CUCTEMHbBIN NOAX04, UCTOPUYECKUA METOA U METo BTOPUYHOIO aHanmaa.

AHAIIN3 N PE3YNIbTATbI UCCITIEQOBAHUA
BOJIbLUME OAHHbBIE MNMOBAJIbHbIW CTPATETMYECKUNA NAHAOLWA®T

Bonblune gaHHbIe MEHAIOT OOLLYI0 HALMOHAMNbHYH MOLLb CTPaH, M3MEHSAS MEXAYHaPOAHbIV
cTpaTernyeckun nangwadT B Oyayliem n 6pocasi HOBble BbI30Bbl HAaLUWOHANbHOMY CyBepeHUTeTy
n 6e3onacHocTu.

(1) bonblwwne p[aHHble CTAHOBATCA HOBOW [ABWXKYLLUENW CUIOM SKOHOMWUYECKOrO U
coumnaneHoro passutua. C nNpuMMEHEeHMEeM, pas3BUTUEM U MOMNynspusaumen HOBbIX CETEBbIX
TEXHONMOrnn, Takmx kak WMHTepHeT Bewien, obnayHble BbIMUCMEHUS U MOOWMbHBLIA VIHTEpPHET,
npouecc coumanbHOM WHopMaTU3aumMM BCTYNUN B SMNOXYy [AaHHbIX, @ reHepaumsi U MNOTOK
MaCCUBHbIX AaHHbIX CTanuM HopmoW. B 6nwxkarnwmne 20 net naTb MUNNMapgoB YerioBek BO BCEM
Mupe ByayT nogkntoyeHbl K MHTepHeTy. «Y kaxagoro 6ygeT TepmuHan, goctyn k MHTepHeTy Be3ge
N MNOCTOSIHHOE MOAKMoYeHne», Gnarogapsa vemy rnobanbHbii o6beM AaHHbIX OydeT pactu B
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reomeTpudeckon nporpeccumn. Mo oueHkam, k 2025 rogy rnobanbHoe MCNOfb30BaHUE AaHHbIX
aocTurHeT npumepHo 163 ZB (1 ZB = 1 munnnapg Th), 4To oxBaTnt BCe 0651aCT 9KOHOMUYECKOTO
7] couuanbHoro passuTus 7] CTaHeT HOBOW BaXKHOW ABVXKYLLEN cunom.
(https://www.sohu.com/a/139853369 _380891)

(2) bonblume faHHbIE MEHSIIOT NPOCTPAHCTBO ANA MOLLHbIX Urp. B anoxy 6onblumx AaHHbIX
CTpaHbl BO BCEM Mupe ObICTPO YBENMYMBAKOT CBOK 3aBMCMMOCTb OT [aHHblX, W LEHTP
HaLMOHAarbHON KOHKYPEHLUN cMecTunca ¢ 60pbbbl 3a kanuTtan, 3emnio, HacerneHne N pecypcbl Ha
6opbby 3a Oonblimve paHHble. B Oyaywem HauuoHanbHasi KOHKYpPEeHTOCNOocOOHOCTb Oyaer
YacTUYHO OTpaxaTbCs B MacwTabe, OeATenbHOCTW, MHTeprnpeTaumm u MpUMEHEHUN OaHHbIX,
KOTOpbIMW BnageeT cTpaHa. LingppoBon cyBepeHUTET CTaHET eLe OgHMM NPOCTPaHCTBOM AN Urp
BEMVKUX Aep)KaB Mnocne 3awuTtbl rpaHul, 6eperoBon 060pOHbI M MPOTUBOBO3AYLLIHON OGOPOHLI.
Bonblive AaHHble enarT pasnuune Mexay CTpaHamu C CUIbHbIMW AaHHbIMU U CTpaHamu co
cnabbiMM gaHHbiMM Gonblle He B 3aBUCMMOCTM OT pasmMepa W CUMbl 3KOHOMMKW, a oOT
BO3MOXHOCTEW CTpaHbl B OTHOLLEHMU BONbLUNX AaHHbIX. Hanpumep, Takas cTpaHa, kak CuHranyp,
Takke MOXeT nonaratbCA Ha cBou GoraTble cpeAcTBa M TanaHTbl, 4ToObl NobeanTb KpynHble
KOHKYPEHTHbIE CUMbl C MOMOLLbIO DOMbLUNX AaHHbIX, TAKUX Kak coceaHve Manansnsa, HooHesuns n
T. 4., NS NOBbILLEHUA MeXAyHapOAHON KOHKYPEHTOCNOCOBHOCTM!.

(3) bonblne [aHHbIE W3MEHST apPXUTEKTYPY M MOAENb HaUWOHaNbHOrO yrpasfeHus.
bonblune gaHHble — 3TO HE TOMbKO TEXHOMOrMYeckas peBOoSIIOLUSA, SKOHOMUYECKNE U3MEHEHMS,
HO M W3MEHEHWEe HaLMOHanbHOro ynpaeneHus. Jnoxa 6omnblKX AaHHbIX, ONUparLLascsa Ha
NPaKTUKy rocy4apCTBEHHOrO yMpaBneHns W 3aluTbl AaHHbIX, 3aCTaBWUT MPaBUTENbLCTBO MNepes
NLOM KpymHOMAaCLUTabHbIX M CMNOXHbIX AaHHbIX Meperpyxatbcsl, neperpyxatbcs, a bonbLine
OaHHble MOTYT AOXOAMTb 4O OrPOMHbIX OOBEMOB AaHHbIX, AUHAMWUYHBIX, BLICOKUX TEMMOB POCTAa,
anesepcudukaums, ameepcudmkauns BbICOKOCKOPOCTHOM 06paboTku, ObICTpbIA JOCTYN K LEeHHOW
MHopMaL MK, MNOBbIWEHNE CMNOCOBHOCTM OOLLECTBEHHOrO MPUHATMSA pelwleHuid. Kpome Toro,
npeanoXeHve O CyBepeHuUTeTe OaHHbIX Takke MEHSIET pPonu npaBUTENbCTBa, NPeanpuaTMn u
OTAENbHbIX NULL U 3aCTaBNAET HAUMOHANbHYK CTPYKTYPY yNpaBrneHUsa NOCTENEHHO OCYLLECTBNATb
nepexoa OT OOMMHUPYIOLLEN CTPYKTYpbl YNpaBfeHns CTpaHoW K MHOXECTBEHHOMY COBMECTHOMY
yrpaBneHno, OT 3aKpPbITOW CTPYKTypbl YNpaBfeHWs K OTKPbITOMY  YNpaBneHuio. OT
rocy4apCTBEHHOro pacnpeieneHnsi pecypcoB K pbIHOYHOMY pacnpeeneHunio pecypcos. bonbluve
AaHHble Kak MHdpacTpyKkTypa 1 6onblume faHHble Kak dyHOaMeHTanbHble MHCTUTYThI CYLLECTBYIOT
OAHOBPEMEHHO.

(4) «be3onacHocTb 6onbLUMX AaHHBIX» NPUPaBHUBAETCS K HaLMoHanbHon 6e3onacHocTu. B
anoxy 6onbLUNX AaHHbIX Yrpo3bl 6€30NacHOCTU OaHHbBIX MOryT BO3HWKHYTb B nioboe Bpemsi. Bce
BMAbl HaLMOHANbHON MHAOPMALMOHHON MHPACTPYKTYPbl U BaXKHbIE YYPEXOEHUA C OFPOMHbLIMU
MH(OPMALMOHHBIMW OaHHLIMW, TakUe Kak KOHTponupyemas MHOPMAaLMOHHON CeTbi cucTema
HepTe- M rasonpoBOLOB, BOAbl, 3NEKTPUYecTBa, TpaHcnopTta, OaHKOBCKMX, (OUHAHCOBbLIX,
KOMMEPYECKNX U BOEHHbIX U T. A., BEPOATHO, OyayT ObiTb Lienbio aTaku, 6e3onacHoCTb 6onbLINX
OaHHbIX CTana Ba)kHOM YacTbio HauMoHanbHoW 6e3o0nacHoCTy.

TexHonormm «bonblUNX [aHHbIX» MNPUBENU K TOMY, YTO MOHATME «MH(OPMAaLMOHHOE
obuwectBo» NprMobpeno MOMHOLEHHbIM CMbICr. MHpopmauma ctana LeHHbIM akTMBOM - CBOEro
poda HOBbIM WCTOYHMKOM 3HEPruu, KOTOPbIN ABMSETCA ABWXKYLWEA CUron WHEGOPMaLUOHHOIo
obLecTBa, aHanorMyHo TOMy, Kak TpaguUMOHHas HedTb Obina rnaBHbIM PeCcypcoMm B nepuon
nHaycTpuaneHoro obuiecta. TexHonorum «bonblunx gaHHbIX» NPefoCTaBnsAT 3HAYUTENbHbIE
npeumyLLecTBa B pasnuyHbIX cdepax, Takux kak co3gaHne HoBbiX BU3Hec-mMoaenen, OCHOBaHHbIX
Ha MHAMBUOYanbHOM MOAXOAE K KNWEHTaM, ynydlleHne CUCTEMbl 34PaBOOXPaHEHUS!, CHWMXKEHME
YPOBHS NPECTYNHOCTU B KPYMHbIX ropogax, 6opbba ¢ MOLIEHHMYECTBOM U ApyrMMu npobrnemamu.
OpHako, y «bonblunx AaHHbIX» €CTb M CBOS TEMHasi CTOPOHA - OHW MMET noTeHuuan Ans
HapyLUEHUS 4aCTHOW XMU3HW rpaxaaH u BTOPXEHUSA B UX NUYHYI0 cdepy. B EBpone npusHatoTcs
npobnembl, CBs3aHHblE C BUAHMEM TexHomnorMnm «bonblMX [aHHbIX» Ha MNpUMEHEHMnE
3aKoHOdaTenbCTBa O MNEepcoHanbHbIX AaHHbIX. EBponenckaa paboyass rpynna no Bonpocam
nepcoHanbHbIX AaHHbIX OTMeYaeT, YTO BbI30Bbl, CBA3aHHbIE C 3TUMW TEeXHOMornamm, TpebyloT
WHHOBALMOHHOIO  Moaxoda K  TOMKOBAHWMIO U MPUMEHEHWK  OCHOBHbIX  MPWHLMMOB
3aKoHOAaTenbCTBa O NepcoHarnbHbIX JaHHBIX, @ TaKkke UX ganbHenwero pa3sutusa. OgHako, no mx
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MHEHMWI0, Ha OaHHbIA MOMEHT paHO AenaTb BbIBOAbI O TOM, YTO CYyLUECTBYHOLLME MNPUHLMMLI
MOSMHOCTLIO HENMPUMEHNMbI B HOBLIX peanmsix.

Mpumepbl BO3MOXHbLIX HanpaBreHU NPUMeHEeHUA TeXHoNornm «bonbLnx AaHHbIX»

B pas3nunyHbIX cpepax AeATeNbHOCTH

TexHonornn Big Data HOCAT yHMBepcanbHbIN Xapaktep M MOryT ObiTb MCMONb30BaHbl B
caMblX pasnunyHbIX cdepax AeATenbHOCTU. «[TpUMEHMTENBHO K KOMMEpYeckuMm WX Buaam
OCHOBHOW MHTepec TexHonormm «bonblunx gaHHbIX» OyayT NpeacTtaBnaTe ANs OpraHvM3auun, rae
yXKe HakonneHbl GonblUMe MacCUBbl AaHHbIX MO KMWEHTaM WM OnepauMoHHON OEeATENbHOCTU.
OcobeHHO  WHTepecHbl  Ans  UNNICTpauuy  BO3MOXHbBIX — HampaBfeHWd  NPUMEHEHUs
paccMaTpuBaeMon TEXHOSIOMMU B KOHTEKCTE 3BOMIOLMU OTHOLLEHWA C KIMeHTaMu opraHusauum
dmHaHcoBoro cektopa (6aHkM 1 cTpaxoBble opraHusauuu), opraHusauun, yHKLUOHMPYOLLME B
chepe INEeKTPOHHOW KOMMEPLMN U PO3HUYHOW Npodaxn («putenn»). Hemanyto ponb TeXHONoruu
«bonbwmMx paHHbIX» MOryT cbirpaTb M B MeAuUMHE, a TaKkKe pasfiuyHbIX acnekrax
npaBoOXpaHUTENbHOM AeATeNnbHOCTU rocyaapcteay [7].

BaHKOBCKUW CeKTop

B cdepe ©OaHkoBckoW pesaTenbHOCTM nocpeacTtBoMm TexHomnorun Big Data moxeTt
OCYLLECTBNATLCA aHanuM3 nnaTexecnocobHOCTM MOTEHUManbHOro 3aemwimka unu  nuiua,
npegocTtaensowero obecnedeHne no 3ammy. B CLUA aktuBHO pasBuMBaeTcs WHAYCTpUS,
nonyymBlias HasBaHue WHGOpMaLMoHHbLIX OpokepoB (Data Brokers), koTopble arpervpyot
ceefeHna o munnuoHax rpaxaad CLUA v paga gpyrux cTpaH M3 camblX pasHoobpasHbIX
NCTOYHMKOB (0OLleaocTynHass MHOpMauusa B COUMAanbHbIX CETHAX; OaHHble O TpaH3aKuusax u
3aMMax, MOonyYeHHble OT MapTHEepOB, O MpaBOHapyLUEHUsX, HanoroBbiX BbINnatax W T.4.),
CUCTEMATU3UPYIOT MX NO KaTeropusiM rpaxkaaH, HanpuMmep: «HaxoasLwmnecs Ha rpaHu BbbKUBAHUSA»,
«Ha neHcun 6Ge3 HaKkoMMeHuny», «POAUTENU-OAMHOYKMY», «HennaTexecnocobHble CceMbW,
npoxusatwme B ropoge» [6] u ap. JocTyn K TakMM AaHHbLIM NPefoCTaBnseTCs Ha YCNoBUSAX
MOANUCKM 3auMHTEPECOBaHHLIM fuuaM, B TOM 4uCne KpeauTHbIM yupexaeHuam. O4veBuaHo,
obnagaHve nogoGHOro pofaa CBedeHMAMU Hepeako Mo3BonsdeT genatb 6onee TOYHble BbIBOAbI
OTHOCUTENBHO MNATEXEeCNOCOOHOCTN MOTEHUMANbHOro 3aeMluuka, Mo CPaBHEHMIO C AaHHbIMU,
KOTOpble MOryT XpaHUTbCA B OHOpPO KpeOuTHbLIX UCTOPUA U faxe AenaTb MPoOrHosbl O TOM, Kak
nnarexecnocobHocTb OyaeT mMeHATbCA B Gyayliem. B cBO ovepeb 3TO MOMOraer He TONbKO
6onee acpdheKTUBHO yNpaBnaTb KpeAMTHBIM NopTdenem, HO 1 3HaUUTENbBHO ynpoLlaTb npoueaypy
BblJAuM KpegouTa 3a CYET COKpalleHus KomnuyecTBa HeobxoauMMblX Ans NpegbsaBneHus
OOKYMEHTOB (HanpumMep, CnpaBoK O A40X0AaX, CBEAEHWUIA O COCTaBe CEMbW U WXXAMBEHLAX 1 T.4.).

MHdopmaums o KnneHTax u nx AencTBusIX, COBEPLUEHHbIX 3a onpeaeneHHbIN MPOMeXyTOK
BpeMeHW, NO3BOMNseT BblpaboTaTb MHAMBUAYANU3VPOBAHHbLIA MOAXOA K KIMMEHTY, B 4YaCTHOCTH,
BblaBUras bonee agpecHble 1 HanpaBreHHbIE NPeaNoXeHUss AONOMNHUTENbHbIX YCnyr. Tak, 3HaHue
NCTOpUN TpaT KNWEHTOB MO3BONSET NpeAckasbiBaTb, HA YTO OHW MOTPATAT AeHbrn B Byayliem.
O6nagas Takum NPOrHo3oM, MOXHO npeanaraTe KaXXOoMY KIMEHTY HYXHbIA UMEHHO eMy NPOAYKT
B HY)XHbIW MOMEHT — Kak CBOW GaHKOBCKMWA (HanpuvMep, BbIFOAHLIA KpeAuT Ha nnaHupyemyto
MOKYMKY), Tak 1 npeanoxeHne napTHEPOB. ITO OMEBUAHLIM 06pa3oM yBENMUYMBaET KPOCC-NPoaaxu
N HEKOMUCCUMOHHbIE A0Xx0Abl 0aHka, a Tawkke MOoBbIWAeT MOSANbHOCTbL KrMeHTa: 6aHK 13
06e3nNnYeHHOro MHCTPYMEHTa NpeBpaLlaeTcs B NepcoHansHOro (oMHaHCOBOro MOMOLLHUKA.

MeauuuHckas cdepa

TexHonornn «bonblwnx AaHHbIX» NO3BONSAT 0becneynTb MHAMBUAOYaNbHLIA NOAX04 K
neyeHnto nauueHTa. B yacTHOCTKM, yCTPONCTBA, UCNONb3YIOLLME TEXHONOMMN «BOonbLKMX AaHHBLIXY,
MOryT BbICTYNUTb B Ka4yeCcTBe MepCcoHarnbHOro NOMOLLHUKa Bpada. Ha ocHoBe aHanu3a gaHHbIX O
nepefoBbIX HayYHbIX UCCMEA0BaHUsIX B COOTBETCTBYOLWEN cdepe, MMeloLweMcs onbiTe fieyeHns
COOTBETCTBYIOLUMX 3ab0neBaHWN, KIUHUYECKUX UCCregoBaHWA OTAenbHbIX JeKapCTBEHHbIX
npenapaTtoB, MOXeT ObiTb paspaboTaH WHAMBMAyanbHbIA NNaH fneyYeHus Ang  nauueHTa,
YYMTbIBAOLWNA  OCOBEHHOCTM ero opraHmsama. HeobxoaMmocTb «BHEOPEeHUs TEeXHOMNOruin
mMacwTtabnpoBaHus 6a3 3HaHWN 1 BHEOPEHUS CUCTEM NOAAEPKKM MPUHATUS BpadyebHbIX peLLeHui
B MOBCEOHEBHYK AeATensHOocTb» [8, ¢. 104]. OHm ByayT cobupaTb MHGOpPMaUUO O FeHOME W”
peakumm nauueHToB Ha MponMcaHHoOe neyeHne 1 npegnaraTe BapuaHTbl, nogobpaHHbIe C y4eToM
ocobeHHocTen [AHK koHKpeTHOro Yyenoseka.
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Bonblune AaHHbIe B chpepe npodMnakTMKu NpaBoHapyLIeHU

TexHonornmm «bonblMx OaHHbLIX» MOTYT MPUMEHATBCS U B WMHHOBALMOHHLIX MOAXOAaXx K
npodunakTvke npaBoHapyLWeHUn. B yacTHOCTH, LWMPOKYIO M3BECTHOCTb nonyyuna cuctema Blue
CRUSH (ot anrn.: Crime Reduction Utilizing Statistical History — «CHuxeHune npectynHocTn Ha
OCHOBE CTaTUCTUYECKUX [AaHHbIX»)» [4, c. 14], paspaboTaHHass komnaHueln |IBM, koTopas
nocraenseT MNOMuMUENCKUM MOArOTOBIEHHbIE HA OCHOBE WMMENLLENCA CTaTUCTUKM COBEepLUEHUS
NpecTynneHMn cBegeHWss O 30Hax MOTEeHUManbHOW Yrpo3bl COBEpPLUEHUA MPEecTynneHusa ¢
yKkasaHneMm mecta (B npegenax HecKOfbKMX KBapTanoB) U BpemMeHu (B npedenax HeCKOSbKMX
YacoB KOHKPETHOro OHS Hegenu). PaccMoTpum, kak ucrnonb3oBaHve OonbLUMX AaHHbIX MOXeT
cnocobcTBoBaTh 3hPEKTMBHOM NPOUNAKTUKE NPABOHAPYLLEHWN.

MepBbIM KMOYEBBLIM acnekToM sBRAgeTca aHanu3 pfadHbix. Cobupasa u  aHanuaupys
Gonbluon 06beM AaHHbIX, CBA3AHHBLIX C MPaBOHAPYLUEHUSMWU, Mbl MOXEM BbISBUTb MATTEPHbI U
TpeHAabl, KOTOPbIE NMOMOryT HaM MOHATb, Kakve akTopbl BAMSAIOT HA COBEPLUEHUE NPEeCTYNNeHun.
MawwnHHOe oO6y4yeHne no3BOMNsSeT WUCMNOMb30BaTb anropuTMbl ANA  OBHapYXEHUS  CKPbITbIX
3aKOHOMEpPHOCTEN W NpPeAcKka3aHus BEPOSTHOCTM COBEpLUEHUS MpaBOHapyLUEHUA, YTO nomoraeT
npaBoOXpaHUTESbHBLIM OpraHam NpuHUMaThL NpeaynpeanTernbHble Mepbl.

BTOpbiM BaXHbIM acnekToM SBMSETCS reoMHgopMaunoHHbIM  aHanus.  Mcnonbays
reorpadouyeckme AaHHble, Mbl MOXeEM onpefenutb reorpadudeckne obnactu, rge Havbonee
BEPOSITHO COBEpLUEeHWe MpecTynneHnin. 3To nos3sonsgeT paspabaTtbiBaTb LeneHanpasreHHble
Mepbl NpoUNAKTUKM B 3TUX obnacTax, ynydwas 9gpEeKTUBHOCTb MNPaBOOXPaHUTENbHbLIX
onepaumui U CHXas ypoBeHb MPecTyNnHOCTH.

TpeTnii acnekt - coumanbHbI aHanus. M3ydyeHue coumanbHbIX (PaKTOpOB, TaKMX Kak
aemorpaduyeckne AaHHble, 9KOHOMUYECKNE YCNoBuSA 1 obpa3oBaHue, NoMOoraeT BbisIBUTb CBA3U
Mexay aTMMu hakTopamu 1 NpaBoHapyLUEHUAMU. STO NO3BONSET NPaBUTENbCTBEHHBLIM OpraHam u
coumnanbHbIM MHCTUTYTaM NpUHUMAaTL Mepbl NO NpeAoTBpaLLEeHNo NPecTynneHnn, OCHOBLIBasCh
Ha NOHMMaHWNW UX KOPHEBBLIX NPUYUH.

BbIBOObl

Takum oOpas3om, MOXHO onpefenuTb «Bonbluve AaHHble» Kak HAabop WMHCTPYMEHTOB W
MeToooB Anst obpaboTkum 6omnbliMx OOGBEMOB CTPYKTYPUPOBAHHBLIX W  HECTPYKTYPUPOBAHHbIX
AaHHbIX, NOMyYeHHbIX W3 PasnUYHbIX MCTOYHMKOB WM MOCTOSHHO O6HOBMsieMbIX. [MaBHas uenb
NCMOMb30BaHUSA 3TUX [AaHHbIX - YMydlleHWe KavyecTBa NPUHATUS YNpaBleHYeCcKUX peLleHun,
co3faHve HOBbIX MPOAYKTOB M MOBbIWEHUE KOHKYPEHTOCMOCOBHOCTM. Kak MOXHO cyauTb Mo
npvBegeHHbIM MpuMMepaM, TexHOnmormm «BonblnX AaHHbIX» npegnaralT rocyaapctey MU
KOMNaHWAM 3HauuTenbHble MPEMMYLLECTBa, OT KOTOPbIX MOTrYT BbIMrpaTb OObIYHbIE rpaxaaHe.
OpHako, BMeLWaTenbCTBO B YacCTHYK KM3Hb WMHOMBMAYanbHbIX rpaxgaH MoxeT 6biTb
3HauuTenbHbIM.  Yem Oonblle nNepcoHanbHbIX AaHHbIX O 4enoBeke cobupaetca U
obpabaTbiBaeTcs, Tem 0Oonblle BAWAHWA Ha €ro >XU3Hb MOXET OKa3blBaTb pesynbTaTbl
aBTOMaTM3NPOBaHHOW 06PabOTKN. DTO MOXET NPeACTaBnNATL PUCK HAPYLUEHUSI NpaB rpaxaaH.

OpfHoM 13 OCHOBHbLIX NPaBOBLIX Mperpajg Ans BO3MOXHbIX 3roynotpebneHu B obnactu
06paboTkn Bonblwmx 06BLEMOB MHMOpPMaUUKM O rpaxaaHax sBhASeTCA 3aKoHO4AaTenbCTBO O
nepcoHanbHbIX AaHHbIX. PaHee, 40 pa3BuUTUS MHOPMALMOHHLIX TexXHornornn, cbop, obpaboTka u
XpaHeHMe MepcoHarnbHbIX AaHHbIX ObINM O4YEeHb OOPOrocTOSLIMMUK, YTO CO3[aBaro CBOero popa
"eCTeCTBEHHbIN Oapbep” Ans 3awuTbl JIMYHOM XWU3HM umandeckmx nuy. OgHako, pasBuTME
BO3MOXHOCTEN aBTOMaTU3MPOBAHHOW 06paboTKM TakMX AaHHbLIX 3HAYMTENbHO CHU3WUMO 3HAYeHue
atoro Oapbepa. B pesynbrtate BO3HMKIIA HEOOXOAMMOCTb B anbTepHaTUMBHOW "MpaBOBOW
nperpage", kotopas nossonuna 6l 3aWMTUTL NMYHOE NPOCTPaHCTBO huanyeckoro nuua.
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